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DELTA Program

DELTA is the web-based security portal used by the Department of Behavioral Health and Developmental
Services (DBHDS) to ensure the privacy and protection of the health information records used by State
Facilities, Community Service Boards (CSBs), and private providers.

Each user that works with the DBHDS application, Computerized Human Rights Information System or (CHRIS),
must first log into the DELTA system to access the applications.
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DELTA Application

The Delta application is available at the bottom of the Department's webpage. https://dbhds.virginia.gov
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DELTA Roles

To safeguard the level of security required for private health records, there are different types of DELTA roles.

Each provider needs to fill each of these roles. Depending on the size of the provider’s organization, one
person may fulfill multiple DELTA roles, but every user should not have the access for all roles. Single person

providers will be the exception to this rule. There should be a primary contact for each DELTA role, as well as a
backup.

Each of the DELTA roles perform specific tasks to manage DELTA accounts. These tasks are not part of the
DBHDS applications (i.e., CHRIS), but are done only for DELTA.
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DELTA Supervisor

The DELTA Supervisor is chosen by the agency to manage the DELTA
accounts for their location. The Supervisor role is assigned to the individuals who are familiar with the
agency’s employees, their responsibilities and how those responsibilities relate to the DBHDS application.

Supervisors also know when an employee joins or leaves their organization. Supervisors request accounts
for the users at their location. If an agency’s size requires it, there may be more than one DELTA Supervisor
for that agency.
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DELTA Supervisor’s Task

The tasks completed by the DELTA Supervisor are:
 Requesting DELTA accounts for new DELTA Supervisors, Security Officers, Local Administrators
and Users who have never used the DELTA portal before
 Requesting Application access for new users
 Requesting modifications to a user’s application access

 Revoking a user’s application access



DELTA Roles: Supervisor

= DELTA Supervisor’s Role only has one item under “Manage My Account
Users”

= Account Request Form

= To create a user’s account, the DELTA Supervisor will click on
Account Request Form under the Manage Users menu.

Manage Users
Account Request Form .

Resources

Help

About

Contact Us
Privacy Policy




DELTA Security Officer

The DELTA Security Officer is chosen by the agency head to approve the DELTA accounts for their location. The
Security Officers are able to validate that users have completed annual HIPAA and any other required security
training. Security Officers approve or deny the accounts that have been requested for their location.

Security Officers also help users with password resets. If an agency’s size requires it, there may be more than
one DELTA Security Officer for that agency.

The tasks completed by the DELTA Security Officer are:

 Approving or denying pending DELTA account access

 Resetting passwords
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DELTA Roles: Security Officer

DELTA Security Officer has two items
under their “Manage Users”

= Admin Account Reset
= Pending Account Request

The Security Officer will log in to DELTA
and click Pending Account Requests
under the Manage Users menu.

My Account

Manage Users =

Pending Account Requests

Resources

Help

About

.E;ntact Us

Privacy Policy




DELTA Local Administrator

The Local Administrator is selected by the DELTA Supervisor and is the primary contact at an agency for a
particular DBHDS application or applications.

The Local Administrator is familiar with the application and the access each user of the application
needs.

Each agency can have one Local Administrator for all DBHDS applications used at their location, or a
Local Administrator may be assigned to each separate application. Once accounts have been requested
and approved, the Local Administrator approves the requests for application access needed by users
to perform their jobs.

The tasks completed by the Local Administrator are:
 Approving or denying pending DBHDS application access



DELTA Roles: Local Administrator

 DELTA Local Administrator’s Role only has one item under
“Manage Users”
 Pending Application Requests

 To approve a user’s application account, the DELTA Local
Administrator will click on Pending Application Request under the
Manage Users menu.

The DELTA Local Administrators from the organization can contact
DELTA Production to request a new account to be created or request
a password reset when a staff is experiencing a problem.

My Account
My Applications
Change Password

Change Security Question
My Information

i:bange Location

Logout

Manage Users

Pending Application Req A‘“
Reports
Reports
Resources
Help
About

Contact Us
Privacy Policy




DELTA Users

Anyone who uses DBHDS application to perform a specific job or function is a DELTA User. DELTA Users
have access only to the particular application and data needed to complete their tasks.

If additional access is needed, the DELTA Supervisor must request a change to the User’s account.

DELTA Users do not perform any specific DELTA tasks.



Creating Delta Accounts

Before any user can access DBHDS applications they must first log on through the DELTA security portal.
Each provider must set up their users with Delta Accounts.

The DELTA User Manual Details this process.

DELTA Help

Please contact the DELTA Security Officer(s) at your location for additional support and questions.

DELTA Portal Overview {pdf)

DELTA User Quick Reference Card2 (pdf)

DELTA Supervisor Quick Reference Card2 (pdf)

DELTA Security Officer Quick Reference Card2 (pdf)

DELTA Quick Reference Card - Local Admin (pdf)

DELTA User Manual V1-1 (pd) f—

DELTA Account Request Form (Save and Use)

ccount Reguests




Creating DELTA Accounts

* Provider refers to state facilities, CSBs, and private providers.

1. Provider* fills out the “DELTA- Production
Account Request Form”. Requests a Supervisor,

The Figure shows

Security Officer & Local Administrator.

the StepS to < Form sent to DBHDS and initial accounts set up. Email

l sent to the new DELTA Supervisor, Security Officer & Local
create DELTA 2. DELTA Supervisor follows Section 2.1.2 to Admin when accounts are ready.
Account. request accounts for users at his/her site.

l < Email notification sent to DELTA Security Officer

that account requests are pending.

3. DELTA Security Officer follows Section

2.1.3 to approve/deny account requests.
l < Email notification sent to DELTA Users that accounts

are ready for user setup.

4. DELTA User logons to DELTA. Follows prompts
to change password and setup security question.
User does not have access to DBHDS applications
yet.

l < Email notification sent to DELTA Local Administrator

5. Local Administrator follows Section 2.1.4 to that account request is pending.

approve/deny account requests.

i

6. DELTA User now has access to DBHDS apps.
When logs back on, will be able to select app tasks

to complete.

Figure 2.1-1 Creating DELTA Accounts



DELTA -Production Account Request

The first task in creating an account is completed by the provider. The provider requests DBHDS
assignment of the Security Officer role (s), and the Supervisor role (s) . This request is made with the
DELTA — Production Account Request Form. This form can be located at DETLA Help.

One form is completed for each person, indicating which role he/she will fulfill.

Virginia.gov

Virginia Department of Behavioral Health and Developmental Services

My Account DELTA Help

Please contact the DELTA Security Officer(s) at your location for additional support and guestions.

DELTA Portal Overview {pdf)

DELTA User Quick Reference Card2 {(pdf)

DELTA Supervisor Quick Reference Card2 (pdf)

DELTA Security Officer Quick Reference Card2 (pdf)

Users DELTA Quick Reference Card - Local Admin (pdf)

ount Reset DELTA User Manual Wi-1 (pdf)

equest Form
DELTA Account Request Form (Save and Use)

ccount Requests

pplication Requests DELTA Training Vidoes

Reports DELTA Overview (mp4)

Resources Creating DELTA Accounts: DELTA Supervisor (mp4)

Creating DELTA Accounts: Production Account Request (mp<)

Creating DELTA Accounts: DELTA Security Officer (mp<)

Creating DELTA Accounts: Local Administrator (mp<)

Logging Into DELTA (mp4)

Maintaining DELTA Accounts: Administrative Account Reset {mp4)

Maintaining DELTA Accounts: Forgot Password? (mp4)

Maintaining DELTA Accounts: Change Password & Security Question (mp4)

Maintaining DELTA Accounts: Updating "My Information (mp<)

Maintaining DELTA Accounts: Modifying User Access (mp4)

Maintaining_DELTA Accounts: Revoking_a User's Access (mp4)

Using DEHDS Applications in DELTA (mp4) =3

Support from DEHDS may be requested by the DELTA Security Officer(s) using the following contact information:

Administrator Phone |

DELTA Support Line | |deltaprod@dbhds.virginia.gowv




DELTA Account Request Form

Resources
Help
About

Contact Us

Privacy Policy D B H D S

Virginia Department of
Behavioral Health and
Developmental Services

DELTA Help DELTA-Production Account Request Form

— Please contact the DELTA Security Officer(s) at your location for additional support and questions. Submit completed form via email to: deltaprod@dbhds.virginia.gov
About

|
Contact Us DELTA Portal Qverview (pdf) -~
Privacy Policy DELTA User Quick Reference Card? (pdf) pasaymems

Email™

DELTA Supervisor Quick Reference Card2 (pdf)

— DELTA Security Officer Quick Reference Card? (pdf)
BEETA

DELTA Quick Reference Card - Local Admin (pdf)

First Name™

Middle Name

Last Name*®

Position/Title

Mailing Address

DELTA User Manual V1-1 (pdf)

City, State, Zip

Phone Number™

DELTA Account Request Form (Save and Use)

Fax Number

CHRIS Location Supervisor Security Officer CHRIS Local Admin
ol ] ] ]

* Required Field



DELTA -Production Account Request

DBHDS

Virginia Deparement of
Behavioral Health and

Developmental Services

1. Open the DELTA-Production Account Request DELTA-Production Account Request Form
Form. This |S a MicrOSOft Word docu ment (those Submit completed form via email to: deltaprod@dbhdsvirginia.gov
agencies using MS Word 2003 will use the “.doc” e /
version and those using Word 2007 or newer will e R
use the “.docx” version). ——

Email* ISmithFairfanCSE gmail .com
First Name* Johin
2. Fill in all required fields. To create a DELTA Middle ome  Cick e o crter et
Lt Mame® Smith
Supervisor account, select Supervisor for L pe—

Mailing Addmesz  Ciick here to enter test

Location Role. All required fields are marked with

City, State, Op Click here to enter text., Click here to enter test. Click here to entertext.

an aSterISk. Phone Number®  703-555-1235
Fax Mumber Click here to enter test.
Location Rele® R 5 paryisor I security Officer T 1DOLS Loeal Admin

I CHRIS Local Admin

* Required Field



DELTA -Production Account Request

DBHDS

imia Depar:ment &l
Baha\rmral Health and

Developmental Services

3. Save the form. Send as an email attachment to DELTA-Production Account Request Form

ted form via email to: deltaprod@dbhds virginig.gov

DBHDS at the address at the top of the form. Submit completed fo >

4. Repeat these steps to create a DELTA Security gy hame)
NPiap BETE
Officer, selecting Security Officer for Location ) _ .
Role; and repeat again selecting Local Admin S

Middle Name Click here to enter text

for the Location Role. You may select more than

one application for the Location Role for your o et
Local Admin. If a single person is filling ::m :: ::dwumm
multiple DELTA roles, the form may be filled out i
once and all appropriate DELTA Location Roles locaionBole® % Supervisor | securtyOfficer | 10OLS Locsl Adrin

I CHRIS Locsl Admin

should be checked.

* Required Field



DELTA -Production Account Request

5. When the forms are submitted, DBHDS will create these DELTA accounts. The Supervisor,
Security Officer, and Local Administrator will receive email notification of approval to access
DELTA.

6. To create accounts the DELTA Supervisor would follow the same steps



Creating DELTA Accounts

The DELTA Supervisor begins the creation of all user accounts
1. Enter DELTA from the DBHDS website http://www.dbhds.virginia.gov.

Logon to DELTA.

/irginia.gov

Welcome: John Smith

Virginia Department of Behavioral Health and Developmental Services

ome > My Account > My Applications

Location: RAARC_1316075369

T —

My Applications

Change Password

Change Security Question

My Information

Change Location

Logout

Manage Users

Account Request Form

Help

About

Contact Us

Privacy Policy



http://www.dbhds.virginia.gov/

Creating DELTA Accounts

2. Click Account Request Form under the Manage Users menu.

"'il"_.!_ill.l a.g0v Welcome: John Smith

Virginia Department of Behavioral Health and Developmental Services

Home > Manage Users > Account Request Form Location: RAARC_1216075369

My Account Search for a user

My Applications

Enter at least one search criteria.

Change Password
Change Security Question

My Information

Change Location First Name: I:l
Logout
Manage Users

Account Request Form G m e mia

Resources Email Address: |:|

Help
About | Search | | Reset |
Contact Us

Privacy Policy Results




Creating DELTA Accounts

3. Search for the user. This search returns users not only for your location, but
all users in DELTA. In this way, a person who works at multiple locations can
use the same Username and Password for all locations. Therefore, before you
can determine whether the request is for a new user, you must perform a
search of all users. Enter at least 1 search criteria, such as Last Name. Each

field in the search finds potential matches based on the value entered as any
part of the value i

Virginia Department of Behavioral Health and Developmental Services

| Back I | Nextl l Cancel I




Creating DELTA Accounts

4. The results are displayed at the bottom of the screen. If your user is not
displayed, click New User. If your user is displayed, click Select next to
the Username to choose that user for your account request.

Virginia. gov Welcome: John Smith

Virginia Department of Behavioral Health and Developmental Services

Home > Manage Users > Account Request Form Location: RAARC_1316075369)
My Account
My Applications Ent t least h crit
Change Password
Change Security Question
My Information
Change Location First Name: l:l
Logout
Manage Users
Account Request Form Last Name:
Help
About | Search | | Reset | | New User |
Contact Us
Privacy Policy Results
[ Usemame Frsthame ——osthame ——Phone ity |
E)E.l_—'—'A Select Cl6edadc Clarence | Jones (804) 837-0083 | Ridl hmond
Select C1970eda Catrina Jones




Creating DELTA Accounts

5. If you selected a user who already exists in DELTA, skip to Step 7. If you chose to request a New User
account, you will be asked to enter details for that user. Email is required, must be unique among all
accounts in DELTA, and must be in the proper format for an email address. First Name and Last Name are
required. Middle Name is not required, but provides additional information about the user that could be
helpful in distinguishing this user from another in DELTA with the same first and last names. Position
provides valuable information as well but is not required. It can help the DELTA Security Officers and Local
Administrators determine whether appropriate permissions are being requested for this account. Address,
City, State, and Zip Code should be the user’s primary contact address. Since this is a new user, it is usually
the address for the provider. Zip Code only supports a 5-digit code. Phone Number is particularly useful
for DELTA Supervisors, Security Officers, and Local Administrators. Complete contact information for a user
is important to have in case issues arise. Phone Number must include area code. Finally, Fax Number is
the last piece of contact information and must include the area code. Click Next to submit the information

and continue.



Creating DELTA Accounts

6. On the Account Request screen, the user’s first and last names are listed. The provider’s location is listed
in blue. If this is a new location for the account, the Effective From Date defaults to the current date. If the
user will not begin working at the new location until a later date, change the Effective From Date to the
date the user will begin work. The Effective Through Date is left blank unless the user is terminating from
your location or their responsibilities have changed such that they should no longer have access to DELTA; in
these cases, see Section 2.2 of the DELTA manual Maintaining DELTA Accounts for more information. The
Supervisor and Security Officer fields should be checked only if the new user will also be an additional
or backup DELTA Supervisor and/or DELTA Security Officer at your location.




Creating DELTA Accounts

7. On the Account Request screen, each application that

/i ['gilllkl 2oV Welcome: John Smith

your location may use is listed in separate sections

Virginia Department of Behavioral Health and Developmental Services

below the location. The name of the application is in ot 3167539
blue. Check Local Admin only if the new user will be a

DELTA Local Administrator for that application. If the Swsommein | T

user needs to have access to the application, select a e ]

Role Request Type (New for new accounts). You will i

also need to select a Role from the drop-down menu. “ E

Scroll to the bottom of the screen and click Submit to i

submit the account request. In order to submit a REMA M ¥ eI

request, at least 1 permission change must have been I —

made. A permission change includes DELTA Supervisor,
DELTA Security Officer, DELTA Local Administrator, and
application Role.

NOTE: Role is specific to each application and each user can only have 1 role per application
(for example, CSB Waitlist Approver in IDOLS). The DELTA Supervisors must be familiar with
the DBHDS applications and their roles, as used in their agency.



Creating DELTA Accounts

8. After a request is submitted, the Account Request Summary is displayed that shows the details of

the request. If you have other user accounts to request, click New Account Request. If you are done
making requests, click Finished.

/irginia.gov

Virginia Department of Behavioral Health and Developmental Services

Home > Manage Users > Account Request Form

My Account

= = New Account
My Applications

Request Summary

B B Albert ]
Change Password Name: ert Jones

Change Security Question Email: AJonesFairfaxcsb@gmail.com
My Infio:nraiti'ornr

Change Location New Location

logout R Location: RAARC_1316075369
Manage Users Date Range: 9/26/2012 to No end date.

eeeeeeee

Help Grant DELTA

About Grant IDOLSTest C: Waitlist Approv:
Contact Us d
By
Privacy Policy fiame: Yokl Grith
Email: JSmithFairfaxcsb@gmail.com
Phone Numb
Saved application ac q t




Creating DELTA Accounts

The DELTA Security Officer is the next DELTA role to take action. A user’s account isn’t created until the
Security Officer approve the request

1. When a DELTA Supervisor submits a new account request, you receive an email notification.

*¥*%%* DELTA Email Notification *****

A new account request has been submitted for Albert Jones to have
access to DELTA for RAARC_1316075369. Please process this request at
your earliest convenience.

Please do not reply to this email, this is a system generated
notification. If you need any further assistance, please contact your
DELTA Security Officer for support.




Creating DELTA Accounts

2. Enter DELTA from the DBHDS website http://www.dbhds.virginia.gov.

3. Click Pending Account Requests under the Manage Users menu.

/irginia.gov



http://www.dbhds.virginia.gov/

Creating DELTA Accounts

4. Alisting of all new account requests waiting for approval is displayed. Click Process next to a
Username to process that account request.

/irginia.gov

Virginia Department of Behavioral Health and Developmental Services

Home > Manage Users > Pending Account Requests Location: RAARC_1316075369

My Account

My Applications

Change Password

ess Albert
Change Security Question \
My Information 3 y

Change Location

AJonesFairfaxcsb@gmail.com ‘9/26/2012

Logout

Manage Users

Admin Account Reset

Pending Account Requests

Resources
Help
About

Contact Us

Privacy Policy

PELETA



Creating DELTA Accounts

5. A summary screen showing the actions taken is displayed.

Welcome: Jane Doe

Virginia Department of Behavioral Health and Developmental Services

Home > Manage Users > Pending Account Requests > Account Request i RC_1316075369

- Account successfully created. -
My Applications Roles successfully processed. G—
Change Password Email notification was successfully sent. ™

Change Security Question

My Information

Change Location

Logout
Manage Users

Admin Account Reset

Pending Account Requests

Resources
Help

About
Contact Us

Privacy Policy

PE ETA



DELTA Accounts

6. The details of the account are displayed. An account is approved or denied as a whole. Review
the Request Summary carefully before approving to ensure the appropriate permissions have
been requested for grant, change, or revoke. Click Approve for the request to create the user’s
account. If any part of the request should not be approved, click Deny. If you denied the request,
you will be prompted for a Denial Reason. Select a reason from the menu and click Save.




Creating DELTA Accounts

The next steps for creating a DELTA account are taken by the actual user of the account. Until the DELTA
user logs into DELTA for the first time, changes the temporary password, and sets up the security
guestion, application access cannot be granted.

1. When the DELTA Security Officer
h a S a p p roved th e req u est fo r yo u r You have been assigned an account in the DELTA application at Virginia’s

Department of Behavioral Health and Developmental Services (DBHDS). DELTA is
DBHDS’ security portal to our web applications.

Dear XXXXXX

account, you will receive an email

Following are your user account details:
Username: XX521618 Initial

notification. The email will contain o @gmallcom Title:
Location: RAARC_1316075369 Phone
your Username and a temporary Fax Number:

. When you logon to DELTA for the first time, you will be prompted to change
pa SSWO rd o YO u Wl I | n Ot yet h ave your password and set up your security questions. You must complete this
step by 10/8/2012. Also, specific application access will not be granted until
you have completed this step.

access to any DBHDS application.

Please do not reply to this email, this is a system generated notification. If you
need any further assistance, please contact your DELTA Security Officer for
support.



mailto:AJonesFairfaxcsb@gmail.com

DELTA Accounts

Tweets by VirginiaDBHDS

2. Enter DELTA from the DBHDS website N A1A

htt p ://WWW. d b h d s .vi rgi n ia ] gov o Fax: (804) 371-6638 . .
e = CickENg
emon - Web-Policy [D DE LTVA

Mailing Address View Expenditures

St it Application
P.0. Box 1797 taff Directory ’/\_Q’ pp

Richmond, VA 23218-1797 Emergency Information
Virginla Employment
Commissien

oyl

Ifyou or someone you knowisin crisis,contact the 988 Suicide and Crsis Lifline by calling or texting 988 or visiing 988ifeline.org

2023 Virginia Department of Behavioral Heafth and Developmental Services

3. Enter Username and Password from your e

Virginia Department of Behavioral Health and Developmental Services

email. If you are assigned to more than 1 o

Contact Us

Privacy Policy

location, a drop down menu will be

BDE 1ETA

The security of your personal information is important to us!

. . Diligent efforts are made to ensure the security of Commonwealth of Virginia systems. Before you use this Web site to conduct business with
the Commonwealth, please ensure your personal computer is not infected with malicious code that collects your personal information. This code is
| S p a y e e e ( : e O ( : a | O n y O ( | a re Teferred o 35 > KEVIGQTEr. The way i pEoTec sgamSL T s o Macai curtent AnK-Urus and securty patihes.
L]

For more information on protecting your personal information online, refer to the Citizens Guide to Online Protection. Online Protection Glossary

currently working.


http://www.dbhds.virginia.gov/

DELTA Accounts

4. The Change Password screen will be displayed. Enter

Virginia. g0V * onineSenvie | Comonweath e | Help | Goveror Search Vigiiagor — J&0)
your temporary Password from your email. Enter a New Virginia Department of Behavioral Health and Developmental Services
Password. Enter the new password again to Confirm New e e
Password. Click Change Password to update and save.

NOTE: Password Tips: = = : —

Passwords must have the following complexity:
oAt least 8 characters long; and
oUse at least 3 of the following 4:
= Special characters
= Alpha characters
= Numerical characters
= Combination of upper and lower case

-

)V Online Services | Commonwealth Sites | Help | Governor

partment of Behavioral Health and Developmental Services

5. A confirmation screen will displayed. e




DELTA Accounts

6. The Change Security Question screen will be

\'ugumgg Online Services | Commonwealth Sites | Help | Governor

] . Virginia Department of Behavioral Health and Developmental Services
displayed. Enter your new Password. Select a security
question from the menu. Enter the Security Answer. - -

Click Save Answer to update your record. i = —

» Sequrity AnSWer: - mitybigh{

DELETA

Virginia.gov  online Services | Commor

nwealth Sites | Help | Governor

Virginia Department of Behavioral Health and Developmental Services

7. A confirmation screen will be displayed. At this
time, you can logout of DELTA.




DELTA Accounts

The last step to creating DELTA is to approve the request for a user’s permissions to DBHDS application.
This is done by the DELTA Local Administrator

1. After the DELTA Security Officer approves the account
request and the new user has logged into DELTA for the A - -
new application access request has neen

first time, you will receive an email notification. submitted for XXXXX to have access to CHRIS for
RAARC_1316075369. Please process this
request at your earliest convenience.

*¥**** DELTA Email Notification *****

2. Enter DELTA from the DBHDS website
http://www.dbhds.virginia.gov. Logon to DELTA, Please do not reply to this email, thisis a

sfystem generated notification.
If you need any further assistance, please

fO“OWing the steps outlined in Section 3.1, Logglng In contact your DELTA Security Officer for support.
to Delta.



http://www.dbhds.virginia.gov/

DELTA Accounts

artment of Behavioral Health and Developmental Services

3. Click Pending Application Requests in the
Manage Users menu.

4. A listing of submitted application access requests is
displayed. Click Process next to a Username to
process that request.

If you are a Local Administrator for multiple
DBHDS applications, you will be shown a drop down
menu to select the application to process requests.
However, if you are the Local Administrator for only
1 application, that application will already be
selected.




DELTA Accounts

5. The details of the request are displayed. An application
request is approved or denied as a whole. Review the
Request Summary carefully before approving to ensure
the appropriate permissions have been requested. Click
Approve to update the user’s access to an application.

**|f any part of the request should not be approved, click
Deny. If you denied the request, you will be prompted
for a Denial Reason. Select a reason from the menu and

click Save.

6. A summary screen showing the actions taken is

displayed.




DELTA Accounts

If any part of the request should not be approved, click Deny. If you denied the request,
you will be prompted for a Denial Reason. Select a reason from the menu and click
Save.



Modifying DELTA Accounts

Once the DELTA accounts have been created and are being used, it may be necessary to
make changes to the accounts. If a staff person’s role in a DBHDS application changes, the
access to the application must be modified as well. If a staff person leaves a job, access the
applications and data must be revoked.

The DELTA Supervisor requests and the DELTA Local Administrator approves the
modifications to a user’s account ensuring the user has the appropriate privileges to
complete his or her tasks.



Modifying DELTA Accounts

1. Enter DELTA from the DBHDS website
http://www.dbhds.virginia.gov. Logon to DELTA,

following the steps outlined in Section 3.1, Logging In to
Delta.

2. Click Account Request Form under the
Manage Users menu.

3. Search for the user. Enter at least 1 search criteria, such
as Last Name. Each field in the search finds potential
matches based on the value entered as any part of the
value entered. Click Search to perform the search and
display the results.

Welcome: John Smith)

virginia Department of Behavioral Health and Developmental Services



http://www.dbhds.virginia.gov/

Modifying DELTA Accounts

4. The results are displayed at the bottom of the screen.

Click Select next to the Username to choose that user for

your account request.

5. The Access Request form will be displayed with the user’s
current application role. Select Change for the Role
Request Type. Select the new Role for the user. Click on
Submit to process the change.

NOTE: Role is specific to each application and each user can only
have 1 role per application. The DELTA Supervisors must be familiar
with the DBHDS applications and their roles, as used in their
agency.

Change Security Question
My Information

Change Location First Name:
Logout

/irginia.gov

Virginia Department of Behavioral Health and Developmental Services

PEETA Role Request Type: [ Change _
[—)
Roe: v



Modifying DELTA Accounts

6. After a request is submitted, the Request Summary is
displayed that shows the details of the request. If you have
other user accounts to request, click New Account Request. If
you are done making requests, click Finished.

7. The DELTA Local Administrator receives an email
message to process the user’s account.

8. The DELTA Local Administrator enters DELTA from the DBHDS
website http://www.dbhds.virginia.gov. Logon to DELTA,
following the steps outlined in Section 3.1, LoggingIn to
Delta.

| New Account Request || Finished |

*¥*%%* DELTA Email Notification *****

A new application access request has been submitted for XXXX
to have access to CHRIS for RAARC_1316075369. Please
process this request at your earliest convenience.

Please do not reply to this email, this is a system

generated notification.
If you need any further assistance, please contact your DELTA
Security Officer for support.



http://www.dbhds.virginia.gov/

Modifying DELTA Accounts

Department of Behavioral Health and Developmental Services

9. Click Pending Application Requests in the Manage
Users menu.

10. A listing of submitted application access requests is
displayed. Click Process next to a Username to process
that request.

If you are a Local Administrator for multiple DBHDS
applications, you will be shown a drop down menu to select
the application to process requests. However, if you are the
Local Administrator for only 1 application, that application will —
already be selected.




Modifying DELTA Accounts

11. The details of the request are displayed. An application
request is approved or denied as a whole. Review the
Request Summary carefully before approving to ensure the
appropriate permissions have been requested. Click
Approve to update the user’s access to an application. If
any part of the request should not be approved, click Deny.
If you denied the request, you will be prompted for a
Denial Reason. Select a reason from the menu and click

Save.

12. A summary screen showing the actions taken is
displayed.




Revoking DELTA User’s Application Access

When a staff member is no longer working at your location, the DELTA Supervisor must revoke his or her
access to DELTA and the DBHDS applications used at the provider location.

1. Enter DELTA from the DBHDS website
http://www.dbhds.virginia.gov. Logon to DELTA,

following the steps outlined in Logging In to Delta.

2. Click Account Request Form under the Manage
Users menu.

3. Search for the user. Enter at least 1 search criteria, such

as Last Name. Each field in the search finds potential

matches based on the value entered as any part of the

value and values that sound like the value entered. Click

Search to perform the search and display the results.


http://www.dbhds.virginia.gov/

Revoking DELTA User’s Application Access

4. The results are displayed at the bottom of the screen.
Click Select next to the Username to choose that user

for your account request.

5. The Access Request form will be displayed with the
user’s current application role. Enter the Effective
Through date. The Effective Through date is the date the
staff member no longer needs access to DELTA. Click

Submit to process the request. E—



Revoking Users Access to CHRIS

It is the provider’s responsibility to immediately revoke an employee’s user access to DELTA and DBHDS
applications when the employee separates from the organization in order to prevent the inadvertent
disclosure of PHI for those who should no longer have access to it.

Revoking the separated employee’s user access to DELTA helps to prevent the inadvertent disclosure of
PHI.

Failure to immediately revoke a separated employee’s user access to DELTA constitutes a violation of
the Licensing Regulations (12 VAC 35-105-150(1), 12 VAC 35-105-150(4), and 12 VAC 35-105-870);
Children’s Residential Regulations (12VAC35-46-60(1), 12VAC35-46-70, and 12 VAC 35-46-660 (c)), and
the Human Rights Regulations (12VAC35-115-80).



Revoking Users Access to CHRIS

As a result, providers who fail to revoke the DELTA user access of separated employees may be subject
to the sanctions enumerated within Code of Virginia §37.2-419 and, for providers of non-children’s
residential services, 12 VAC 35-105-100 as well.

In addition, providers who fail to revoke DELTA user access for separated employees may also be
subject to the negative actions enumerated within 12 VAC 35-105-110 for non-children’s residential
providers and 12 VAC 35-46-130 and 12VAC35-46-90(B) for children’s residential providers



Revoking Users Access to CHRIS

Revoking Users Access assistance is located in DELTA under Help.

https://delta.dbhds.virginia.gcov/DELTA/ Help/revoke%20access.mp4

*On March 3, 2020, DBHDS began to remove access to individuals who have not accessed the CHRIS
application after January 1, 2019.

*Starting July 1, 2020, DBHDS will begin to remove access to individuals who have not accessed the
CHRIS application in six (6) months.


https://delta.dbhds.virginia.gov/DELTA/_Help/revoke%20access.mp4

Logging into DELTA

firg 111d. 20V Online Services | Commonwealth Sites | Help | Governor G0

1. Enter DELTA from the DBHDS website Virginia Department of Behavioral Health and Developmental Services

o o o Home Contact Us | 60
http://www.dbhds.virginia.gov

- (
sk y Usename:  [AJ521618 | <4 ]
About y Password: . <

Contact Us
Privacy Policy

Forgot Password

2 ) E nte r U se rn a m e a n d Pa SSWO rd The security of your personal information is important to us!

Diligent efforts are made to ensure the security of Commonwealth of Virginia systems. Before you use this Web site to conduct business with
the Commonwealth, please ensure your personal computer is not infected with malicious code that collects your personal information. This code is

f r O m y O u r e m a i I referred to as a keylogaer. The way to protect against this is to maintain current Anti-Virus and security patches.
L]

For more information on protecting your personal information online, refer to the Citizens Guide to Online Protection. Online Protection Glossary



http://www.dbhds.virginia.gov/

Logging into DELTA

3. The Change Password screen will be displayed. Enter your
temporary Password from your email. Enter a New Password.

Enter the new password again to Confirm New Password.
Click Change Password to update and save.
NOTE: Password Tips:
Passwords must have the following complexity:
oAt least 8 characters long; and
oUse at least 3 of the following 4:
= Special characters
= Alpha characters
= Numerical characters
= Combination of upper and lower case

4. A confirmation screen will displayed.

\'irgim;l,gg Online Services

Commonwealth Sites | Help | Governor Search Virginia.gov

Virginia Department of Behavioral Health and Developmental Services

Home

Help
About

Contact Us

(e AN Search this Site

Resources
Your password has expired, Please change it now

) Password:

» New Password:

Privacy Policy

+ Confirm New Password:

BDELTA

/irginia.gov - online Servic

Virginia Departm

Home

Help

ooooooooo

Change Password

es | Commonwealth Sites | Help | Governor

ent of Behavioral Health and Developmental Services
Contact Us

.

Change Password Complete
Your password has been changed!

About
Contact Us

Privacy Policy

{E

DELETA



Logging into DELTA

5. The Change Security Question screen will be
displayed. Enter your Password. Select a security
question from the menu. Enter the Security Answer.

Click Save Answer to update your record.

6. A confirmation screen will be displayed. Click
Continue. You will be returned to the main DELTA
screen and can select the DBHDS application you wish

to use.

\‘vil'gilllil .20V Online Services | Commonwealth Sites | Help | Governor

Virginia Department of Behavioral Health and Developmental Services

Home

Contact Us | S

Help Username:
About » Password: [esssnnnnee
ContactUs
VPrivacv Policy CE S EHALE S |
» Security Answer: \milsubibsmlr 1 \"_
.

Vi I'gi[]lil. gﬂ Online Services | Commonwealth Sites | Help | Governor

Virginia Department of Behavioral Health and Developmental Services

Home

contactUs | [T

Change Security Question .

Help Security Question and Answer have been successfully changed. Conince \l
About

Contact Us

Privacy Policy

BELETA



DELTA: Forgot Passwords

If you have forgotten your password, there are two ways to get it reset:

If you know your location’s DELTA Security Officer, you may contact him or her
directly and request your password be reset;

You may use the Forgot Password button on the DELTA login screen.

\"il'gilllll.gg Online Services | Commonwealth Sites | Help | Governor Search Virginia.gov

Virginia Department of Behavioral Health and Developmental Services

Home

Contact Us | [T ITINT

Help Usemame:  [gzies |
About » Password: Ty |
Contact Us

Privacy Policy

Forgot Password _ «
G—— l

x
BDEETA
The security of your personal information is important to us!

Diligent efforts are made to ensure the security of Commonwealth of Virginia systems. Before you use this Web site to conduct business with
the Commonwealth, please ensure your personal computer is not infected with malicious code that collects your personal information. This code is
referred to as a keylogger. The way to protect against this is to maintain current Anti-Virus and security patches.

For more information on protecting your personal information online, refer to the Citizens Guide to Online Protection. Online Protection Glossary




DELTA: Forgot Passwords

Users can reset their own password by using the Forgot Password button on the DELTA login screen.

Click Forgot Password, the Forgot Password screen is displayed
Enter your Username
Click Submit

Your security question will be displayed on the screen.

A N

You must answer the question correctly for your password to be reset. Click Submit for a
temporary password to be created.



DELTA: Forgot Passwords

6. You will receive an email notification with your new temporary password. When you
logon back on to DELTA, you will be prompted to update your password and security
qguestions, just like a new user .

Dear XXXX,

A temporary password has been assigned to your account in DELTA. The
next time you log in to DELTA, you will be prompted to change your
password.

Temporary Password: )vj77[8*I1"D?8|
Please do not reply to this email, this is a system generated notification. If

you need any further assistance, please contact your DELTA Security
Officer for support.




DELTA: Resetting Passwords

One of the tasks completed by the DELTA Security Officer is to reset passwords due to:

= a3 user has forgotten a username and password or,

= auser has incorrectly entered his or her password three times and has been locked out of his or
her account.



DELTA: Resetting Passwords

To reset a password:

1. Loginto DELTA N
2. Select Admin Account Reset from M |
the Manage Users menu. dinke Al S |
3. The Search for a User screen is P
displayed. Enter at least one —
search criteria. Select Search. e
search er s eer
x::mm [ —
= - —
mn‘:  — |
::"u!:::w Fersalls




DELTA: Resetting Passwords

The results are displayed at the bottom of the screen. Click Select next to the Username to choose the
correct account.

Wirginia Department of Behawvioral Health and Develapmental Services

Home = Mamape Lsers = Sdmm ocmeont Pt
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DELTA: Resetting Passwords

The Administrative Account Reset screen is displayed with the user’s account information listed. Click
Reset Password and a new password will be created. The user will receive an email notification of the
new password.

S
= E15712]8
My Al Lkasi b0 ra gt 2
{ha m e Pasywnnd FMarma: ARGt Mins
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DELTA: Changing Password

Currently DELTA password expire every 90 days. DELTA will display a notification each time you log in for
14 days prior to password expiration. You will need to change your password before it expires.

1. Enter DELTA from the DBHDS website
http://www.dbhds.virginia.gov. Logon to

DELTA, following the steps outlined in Section
3.1, Logging In to Delta.

2. Select Change Password from the My
Account menu.

3. Enter your current Password. Enter your New
Password. Enter the new password again to Confirm
New Password. Click Change Password to process the -
request.


http://www.dbhds.virginia.gov/

DELTA: Changing Password

You may change your Security Question at any time.

1. Enter DELTA from the DBHDS website
http://www.dbhds.virginia.gov.
following the steps outlined in Section 3.1, Logging In to
Delta.

2. Select Change Security Question from the My
Account menu.

3. The Change Security Question screen is displayed.
Enter your Password, select a new Security Question
from the drop down menu, enter the Security Answer,
and click Save Answer to process the request. Security

answers are not case sensitive.



http://www.dbhds.virginia.gov/

CHRIS Backup

DBHDS Office of Licensing issued a memorandum in October 2019 titled CHRIS Updates
(http://www.dbhds.virginia.gov/assets/doc/QMD/0OL/10.01.19-chris-updates-memo.pdf). In the
memorandum CHRIS Reporting Expectations were explained. In the memorandum it states:

“All providers are required to have a back-up person to enter incidents into CHRIS. When one
individual is locked out of CHRIS the back-up individual will be able to submit the incident within the
24 hour time frame.”

Each reporter must have their own unique DELTA username and password.


http://www.dbhds.virginia.gov/assets/doc/QMD/OL/10.01.19-chris-updates-memo.pdf

CHRIS Late Reporting

If you are having problems entering in an incident in CHRIS, which will cause late reporting of the
incident. Please notify the Incident Management Unit (IMU) at
incident_management@dbhds.Virginia.gov.

Directly submitting serious incident reports only to your licensing specialist when you are locked out of
your account or need a password reset is no longer acceptable.

You can notify your licensing specialist and DELTA production to get assistance with logging into CHRIS.
However, if you do not notify IMU the incident will still be considered late.

The only exception to this will be when there is a system error in CHRIS/DELTA or a network outage.
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